Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
' Filing Date. July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C0011/7006 Customer No. 021 127 



1/27 




Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 0211 27 



2/27 



CN 
O 
CN 




Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021127 



3/27 



CD 

m 

CO 



€C < CO 

LUhUJ 

O) < =! 
z> a u_ 




Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING ... 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 

Filing Date: July 8, 2003 

Serial No: Not Yet Assigned 

Docket No. C001 1 /7006 Customer No. 02 1 1 27 



404 



4/27 



400 




402 



USER CONTACTS PUBLISHER 
SERVER OR WEB FARM TO 
OBTAIN CONTENT 



REQUEST FORWARDED TO 
METRICS SERVER 



410 




DOWNLOAD VIEWER JAVA 
APPLET 



412 



VIEWER REQUESTS 
CONTENT BY DOCUMENT 
NAME OR URL 



414 




FIG. 4 A 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 

Filing Date: July 8, 2003 

Serial No: Not Yet Assigned 

DocketNo: C0011/7006 Customer No. 021 127 



5/27 



418 



416 




METRICS SERVER RETURNS 
ENCRYPTED CONTENT FILE 



420 



422 



I 



AFTER FILE COMPLETELY 
DOWNLOADED, VIEWER 
COMPUTES OID 



I 



VIEWER SENDS COMPUTED 
OID TO METRICS SERVER 



424 



426 



428 



I 



METRICS SERVER 
' DOWNLOADS KEY 
CORRESPONDING TO OID 



VIEWER USES KEY TO 
DECRYPT CONTENT FILE 



VIEWER DISPLAYS 
PLAINTEXT CONTENT FILE 



430 




FIG. 4B 



I 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date; July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C0011/7006 Customer No. 021127 



6/27 



500 



504 



SECRET 


STRING | 


50: 


2 



ENCRYPTED 
CONTENT 




FIG. 5 



600 



602 




START 




COMPUTE HASH OF SECRET 
STRING 



604 



COMPUTE HASH OF 
ENCRYPTED CONTENT 



606 



COMPUTE HASH OF SECRET 
STRING HASH AND CONTENT 

HASH 



608 




FIG. 6 



i 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING ... 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 

Filing Date: July 8, 2003 

Serial No: Not Yet Assigned 

Docket No: C0011/7006 Customer No. 021127 



7/27 



700 




\ 

COMPRESS FILE 


708 x 


r 


GENERATE CONTENT KEY 1 


710v 

\ .-. i 


f 


ENCRYPT COMPRESSED FILE 


712 v 

\ 1 


f 


\ 

COMPUTE OID 


714 v 

— i 


. 


ENCRYPT CON 
STORE V 


TENT KEY AND 
VITH OID 



716 




706 



CREATE INDEXABLE 
VERSION 



FIG. 7 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 20033 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021 127 



8/27 



o 
oo 



o 
oo 



0C 

O 
\— 

> 
o 

LU 
LU 



00 

o 

00 



o 

I— 

< 

LU 

LU 
O 

>- 
LU 



O 

o 

00 



CD 
O 
00 



Q 
O 



o 

5 



o 

< 
o 



o 

CL ± 

> o 

o LU 
LU 



CD 
00 



0O 




CM 
CO 









LU 




. -1 








pf 








o 




V) 



CM 
O 
00 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 

Filing Date: July 8, 2003 

Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021 127 



9/27 



900 



902 



904 



COMPOSITE FILE 



STRIPPER 



PARSER 




906 



STREAM 
ASSEMBLER 



FIG. 9 



908 




910 



1100 




START 




1109 



1101 





FINISH 




1102 



GENERATE PSEUDORANDOM 
NUMBER BETWEEN 2 AND 5 



1104 



I 



SELECT NUMBER OF WORDS 

FROM STREAM EQUAL TO 
GENERATED NUMBER 



1106 



ASSEMBLE WORDS INTO 
PHRASE 




FIG. 11 A 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 

Filing Date: July 8, 2003 

Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021127 , 



10/27 



1132 





1114 



1116 



1118 



STREAM BLOCK 2 OUT 



1122 



1124 



ASSEMBLE FIXED NUMBER 
OF PHRASES INTO BLOCK 1 



5 



SHIFT BLOCK 1 INTO BLOCK 2 



ASSEMBLE FIXED NUMBER 
OF PHRASES INTO BLOCK 1 




1120 

Y ^ N ALL PAIRS 
PROCESSED? 



SELECT NEXT PHRASE PAIR 



T 



GENERATE PSEUDORANDOM 
NUMBER 



FIG. 11B 



1128 




Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021127 



11/27 



1000 




1002 



PARSE CONTENT AND 
REMOVE FORMATTING AND 
GRAPHICS 



1004 



REMOVE COMMON WORDS 



1006 



BREAK REMAINING TEXT 
INTO BLOCKS 



1008 



i 



I 



ASSEMBLtRANDOM BLOCKS 
IN RANDOM ORDER TO FORM 
TEXT STREAM 



1010 




FIG. 10 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING ... 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021 127 



12/27 




Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe ahd Woodrow W. Johnson 

Filing Date: July 8, 2003 r 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021 127 



13/27 



1318 



1300 
1302 




START 




I 



WALK ZIPPED CONTENT FILE 



FIG. 13A 



1306 




FINISH 




1308 



EXTRACT FILE 



1310 



1312 





1316 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 

Filing Date: July 8, 2003 

Serial No: Not Yet Assigned 

Docket No: C0011/7006 Customer No. 021 127 



14/27 




1326 



1324 



1330 




1328 




ENCRYPT COMPRESSED FILE 



1332 



COMPUTE OID 



1334 



ENCRYPT CONTENT KEY 



1336 



X — 

APPEND ENCRYPTED KEY TO 
O ID/KEY LIST 



1338 




FIG. 13B 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021 127 



15/27 




GENERATE SCHEDULED KEY 



1406 




ENCRYPT SCHEDULED KEY 



1410 



1408 



GENERATE E-MAIL MESSAGE 
INCLUDING SCHEDULED KEY 



DECRYPT SCHEDULED KEY 




1412 



FIG. 14A 



Title. METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 

Filing Date: July 8, 2003 

Serial No: Not Yet Assigned 

Docket No: C0011/7006 Customer No. 021127 



16/27 




ADD ENCRYPTED OID/KEY 
LIST TO ZIPPED METRICS 
FILE 



1420 



1 



GENERATE NEW SCHEDULED 

KEY 



1422 



ADD NEW SCHEDULED KEY 
TO ZIPPED METRICS FILE 



1424 



1 



ENCRYPT ZIPPED METRICS 
FILE WITH SCHEDULED KEY 



1426 



V 

ENCRYPT NEW SCHEDULED 

KEY 



1428 



I 



STORE ENCRYPTED NEW 
SCHEDULED KEY 



1430 




FIG. 14B 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING ... 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021127 



17/27 




Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021127 



18/27 



1600 



1602 




START 




DECRYPT NEW SCHEDULED 

KEY 



1604 



DECRYPT ARCHIVE FILE 



1606 



EXTRACT ENCRYPTED 
DOCUMENTS 



1608 



\ 

EXTRACT SCRAMBLED 
DOCUMENTS 




FIG. 16A 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING . 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C0011/7006 Customer No. 021127 



19/27 




ADD NEWOID/KEY ENTRIES 
TO OID/KEY MAP CLONE 



1624 



x ! : — 

CHECKPOINT OID/KEY MAP 
CLONE 



1626 



ADOPT OID/KEY MAP CLONE 



1630 




FIG. 16B 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING . 

Inventor: John Deaver, Skott C. Klebe and Wood row W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C0011/7006 Customer No. 021127 



20/27 




Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 

Filing Date: July 8, 2003 

Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021 1 27 



21/27 



1800 



1802 




START 






GENERATE SEQUENTIAL 
SEQUENCE NUMBER 



1804 



X — ! 

APPEND SEQUENCE NUMBER 
TO CURRENT LOG ENTRY 



1806 



GENERATE CRYPTOGRAPHIC 
SIGNATURE 



1808 



APPEND SIGNATURE TO 
CURRENT LOG ENTRY 



1810 



ADD LOG ENTRY TO LOG 



1812 




FIG. 18 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING ... 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1/7006 Customer No. 021 127 



22/27 




LU 

CO 

cr: 

LU 

o 

O 



CO 

o 

CD 



CD 
O 



O 
CD 




O 
I— 
CL 

> 

a: 
o 



CN 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

DocketNo: C0011/7006 Customer No. 021127 



23/27 




GENERATE E-MAIL MESSAGE 
INCLUDING SCHEDULED KEY 



1410 



DECRYPT SCHEDULED KEY 




FIG. 14A 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING ... 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1 /7006 Customer No. 021 1 27 

24/27 



/ 



2100 




START 



2102 



I 




RECEIVE URL FROM E-MAIL 
RECIPIENT 



2104 



EXTRACT ID INFORMATION 



2106 



2108 




2110 



SEND ENCRYPTED 



DOCUMENT AND OID TO 
RECIPIENT 



2112 




FIG. 21 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C0011/7006 Customer No. 021 127 



25/27 



CM 
CO 
CM 
CM 




00 
CM 
CM 
CM 



CD 
CM 
CM 
CM 



O 
CO 
CM 
CM 



Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 
Filing Date: July 8, 2003 
Serial No: Not Yet Assigned 

Docket No: C001 1 /7006 Customer No. 021 1 27 



26/27 




Title: METHOD AND APPARATUS FOR SECURE KEY DELIVERY FOR DECRYPTING 

Inventor: John Deaver, Skott C. Klebe and Woodrow W. Johnson 

Filing Date. July 8, 2003 

Serial No: Not Yet Assigned 

Docket No: C0011/7006 Customer No. 021127 



27/27 




